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Why are we here today?

« Have you ever wanted to verify your MSSP is properly monitoring your environment?

« Have you wanted a more cost effective way of validating security tooling and controls
outside of a traditional penetration test?

* Have you ever had a pentest where our MSSP never alerted to a single command ran
by the bad guys before they got domain admin?

« Have you wanted to mature your detection and response program internally through
exercises without needing to hire a red team?
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Blue, Purple, Red

A Purple Teamers Methodology
to developing a security
program



Blue, Purple, Red

Blue Teaming

« The group responsible for defending an enterprise’s use of information systems by

mMaintaining its security posture and defensive stack (NIST, n.d.). Generally, done
against red teamers or adversaries.

Red Teaming

« A group of individuals authorized and organized to emulate a potential adversary’'s

attack and exploitation capabilities against an enterprise network (NIST, n.d., Red
Team).

Purple Teaming

« A purple team is a group of cyber professionals who simulate malicious attacks
and penetration testing in order to identify security vulnerabilities and
recommend strategies for mitigation (Crowdstrike, 2023).

 Unlike traditional red teams, purple teams work together closely to share
information and insights to address weaknesses and improve the overall posture.



Blue, Purple, Red

 Blue, Purple, Red
* Blue Team - Sets up our defenses, creates alarms, monitors.
¢  MSSPs, SOC, SecEng/SecOps.
 Typically in house, affordable.
* Red Team - Attacks the defenses, finds holes and test vulnerabilities.
 Offensive Engineers, Penetration Testers, Etc.

 Expensive, generally contractors or venodrs performing penetration tests for
audit.

* Purple Team - Generally have interests and knowledge in both sides of the field.

 Affordable, generally a blue team member that wants to explore red team
side, improve defenses through continuous attack simulation versus point in
time.



Technical
PreRequisities



Technical PreReqs

Atomic Red

O Atomic Red Team™ is a library of simple tests that every security team can execute to test their controls. Tests are focused,
have few dependencies, and are defined in a structured format that can be used by automation frameworks.

Splunk Enterprise (SIEM) - Free Edition
O Latest version will suffice for the experiment (great for students/home labs)
O For Enterprise — Use your own SIEM.
O WMI Must be configured for Splunk Enterprise

Windows Active Directory

O Should mirror your current AD Forest and Domain Levels.
O Group policy should be copied over
PowerShell
O Need to have a general understanding of powershell. Don't need to be a scripting genius, but should be able to understand

what you're running and why you're running it.
O Powershell Auditing should be on for your domain. Including module and block logging.
Microsoft Office

O Generally this is required for some of the scripts that try and leverage vulnerabilities/macros within Office products.
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LLab Architecture

«  Windows Server 2016 with AD DS Installed
e 2016 Forest and Domain Functional Levels
+ Default Domain Policy - Module and Block Level Logging enabled.

« Computer Names — SecDelDC1 - Domain Controller. SecDelDesktopl -
Windows 10 Enterprise Domain Member

«  Windows 10 RSAT Tools

*+  Both machines have splunk enterprise, with forwarding enabled on
SecDelDesktopl to SecDelDC1. NOTE: Generally not best practice to have a
SIEM running on your DC.



LLab Architecture




Attack Sim 1

T1136.001- Create a Local Account
and T1136.002 Create a Domain
Account



T1136.001- Create a Local Account

&9 EXPLORE ATOMIC RED TEAM LEARN MORE

» Creating a local account

T1136.001

Atomic Test #4 - Create a new user in PowerShell

Create Account: Local Account

Creates a new user in PowerShell. Upon execution, details about the new account will be displayed in the —
. . ‘ . descripti
powershell session. To verify the new account, run "net user" in powershell or CMD and observe that there is

At
A

a new user named "T1136.001_PowerShell"
Atomic #1- Create a use
Supported Platforms: windows i eaeat
Atomic reate a use
auto_generated_guid: bc8be0ac-475c-4fbf-9b1d-9fffd77afbde

Atomic

Inputs:

Atomic
Name Description Type Default Value

Atomic

username Username of the user to create  siring T1136.001_PowerShell

ccount on a Linu

count on a Mac

er in a command prompt
er in PowerShell

in Linux with 1 root UID and GID.




T1136.001- Create a Local Account

* Running the attack

Attack Commands: Run with powershell! Elevation Required (e.g. root or admin)

New-LocalUser -Name "#{username}" -NoPassword

Cleanup Commands:

Remove-LocalUser -Name "#{username}" -ErrorAction Ignore




T1136.00 1- Create a Local Account

* Logging on the endpoint

Event 800, PowerShell (PowerShell}

General Details

Pipeline execution details for command line] Mew-LocallUser -MName "#{username]” -MNoPassword.

Context Information:
DetailSequence=1
DetailTotal=1

SequenceMumber=21

Userld=SECDEL\Admin

HostMame=ConsoleHost

HostVersion=>5.1.19041.3570

Hostld=cB03c92e-ddcc-4bab-a332-fc919415f0b6
HostApplication=C:\Windows\System32\WindowsPowerShell\w1.0\powershell.exe
EngineVersion="5.1.19041.3570
Runspaceld=0f18b127-dcBb-4c91-bf29-fOc76911416f

Pipelineld=6

ScriptName=

CommandLine=New-LocalUser -Mame "#username}” -MoPassward

A Computer Management
File Action View Help

o= nE 6 HE

A& Computer Management (Local
v [[’j System Tools
® Task Scheduler
f2] Event Viewer
22| Shared Folders
v & Local Users and Groups
| Users
| Groups
@ Performance
% Device Manager
v 23 Storage

= Disk Management
= - - ‘e PR

Mame Full Mame

&J#{username}
B Admin
&j)\dministrator
&jDefaultAcco...
&jGuest

2, WDAGUtility...

Description

Built-in account for administering...
A user account managed by the s..
Built-in account for guest access t...

A user account managed and use..



T1136.00 1- Create a Local Account

b 10A15/23 18/15/2023 87:35:39 PM
7:35:39.000 PFM Loghame=Windows PowerShell
EventCode=800
EventType=4

H Ci terName=SecDelDesktopl.SecDel.internal
« L the SIEM
Ogglng On e SourceName=Powershell

Type=Information
RecordNumber=3335

* host="secdeldesktop1"

TaskCategory=Pipeline Execution Details

Source=WinEventLog:* EVentCOde=8OO s::::::zeline execution details for command line: New-LocalUser -Name “#{usernam

e}" -NoPassword.

Save As Alert x
Context Information:
DetailSequence=1
Settings
DetailTotal=1
Title
Description | Optional SequenceNumber=21
4
Permissions Private Shared in App UserId=SECDEL\Admin
HostName=ConsoleHost
Alert type Scheduled Real-time
HostVersion=5_1.190841_3578
il i Host Id=cB@3c92e-ddcc—4bab-a532-fc319415FBb6
Trigger Conditions HostApplication=C:\Windows\System32\WindowsPowerShell\v1.0\powsrshell exe
Trigy lert when Per-Result ~ Engine¥ersion=5.1.19041.3570

Runspaceld=8f18b127-dcBb-4c91-bf25-f3cT6911416F

Thiottie? [ Pipelineld=6
ipelineld=6
Trigger Actions. ScriptName=
+Add Actions + CommandLine=New-Locallser -Name "#{username}" -NoPassword
5 Add to Triggered Alerts s

Ad t 0 Triggered Alerts lst Details:

Goncel CommandInvocation(New-LocalUser): "New-Locallser”
ParameterBinding(New-LocalUser): name="Name®; value="#{username}”
ParameterBinding({New-LocalUser): name="NoPassword"; value="True"™
Collapse
host = SECDELDESKTOP1 source = WinEventLog:Windows PowerShell
sourcetype = WinEventLog:Windows PowerShell

Log Even

10 Splunk receiver endpoin

5] Output results to lockup

Output results 1o telemetry endpoint

raction o output results 1

(57 Run a script
i .

(57 Send email




T1136.001- Create a Local Accoun

« Clean Up

& Computer Management

v ¥ Local Users and Groups
7 Users

A Device Manager

~ {2 Storage

Disk Management
s Senvices and Applications

P WDAGLtility...

Built-in account for guest access

A user account managed and use..

H £ Type here to sea

- o X
File Action View Help
| 6= Hm
& Computer Management (Local| Name Full Name Description Actions
v it éy)“:’”g””fd ‘ & Admin T -
sk Scheduler
] Event Viewer P Administrator Built-in account for administering... More Actions »
) Defaultcco.. A user account managed by the s..
w) Shared Folders
P4 Guest

- > -6~ z2c0



T1136.002 Create a Domain Account

Name Description Type Default Value

usermname Name of the Account to be created string T1136.00Z_Admin

password Password of the Account to be created string T1136_pass123!

° Creating a domain account Attack Commands: Run with powershell!

$SamAccountName = "#{username}’

$AccountPassword = ConvertTo-SecureString '#{password}' -AsPla
e EXPLORE ATOMIC RED TEAM LEARN MORE Add-Type -AssemblyName System.DirectoryServices.AccountManagems
$Context = New-Object -TypeName System.DirectoryServices.Accow
$User = New-Object -TypeName System.DirectoryServices.AccountM:

$User.SamAccountName = $SamAccountName
T1136.002

$TempCred = MNew-Object System.Management.Automation.PSCredenti:

$User.SetPassword{$TempCred.GetNetworkCredential() .Password)

LN < N« ¥ N I

$User.Enabled = $True

-
@

$User.PasswordNotRequired = $False

=
[

$User.DisplayName = $SamAccountName
Create Account: Domain Account

=
8]

$User.Save()

=
w

fUser

=
Eey

Cleanup Commands:



FOwms &bk

T1136.002 Create a Domain Account

* Running the attack

$SamAccountMame = "T1136.002_Admin’
JAccountPassword = ConvertTo- l=ecu*‘ect"i"g '"T1136_pas
Add-Type -AssemblyName System.Direc
$Context = New-Object -TypeMame Sy
juser = New-Object -TypeName System.Directoryse
fUser.SamACcountName = SSamAccountName
§TempCred = New-Object System.Management.Automation.PSCredential("a’,
jUser. SetPassword{3TempCred. GetNetworkCredential ). Password)
SUser.Enabled §True
iUser.PasswordNotRequired
fUser.DisplayName = $SamAccountName
fUser.save()

fuser

123!" -AsPlainText -Force

4 untManagement

Tem.Dir ectcr Services.AccountManagement. Principalcont
Ces.AccountManagement. UserPrincipal -A

fAccountPassword)

jFalse

MiddleName

Surname

EmailAddress
VoiceTelephoneNumber
EmployesId
AdvancedSearchFilter
Enabled

Accountloc kou tTime
LastLogon
PermittedWorkstations
PermittedLogonTimes
AccountExpiratiorDate
SmartcardLogorRequired
DelegatiorPermitted
BadLogonCount
HomeD1rectory
HomeDr1ive

ScriptPath
LastPasswordset

LastR adPasswordAttempt
PasswordiotRequired
PasswordNeverExpires

AllowReversiblePasswordEncryption :

Certif

Context
ContextType
Description
DisplayName
SamAcc ountName
UserPrincipalName
Sid

Guid
DistinguishedName
StructuralObjectClass
N ame

: True

stem.Directory es. AccountManagement. AdvancedFilters

i

GELE
False
False
False
{3

System.DirectoryServ . AccountManagement.PrincipalContext




T1136.002 Create a Domain Account

Event 800, PowerShell (PowerShell)

« Logging on the endpoint

: Active Directory Users and Computers

File Action View Help

=

Tl 0 XEBAE2 BE| 2 ST 2R

] Active Directory Users and Com
| Saved Queries
~ 3 SecDelinternal
| Builtin
| Computers
2| Domain Controllers
“ ForeignSecurityPrincipals
| Managed Service Accour

| Users

Name

2, Admin

%Adm\mstratw

%Alluwed RODC Password Replication Group
%Cert Publishers

%Cloneable Domain Controllers
E.;Defau\tAccount

%Denied RODC Password Replication Group
H2, DnsAdmins

%DHSUDdEtEP!’UXy

%Dumain Admins

%Domain Computers

%Domain Controllers

%Domain Guests

%Dﬂmain Users

H2, Enterprise Admins

%Enterpnse Key Admins

%Enterprise Read-only Demain Centrollers
%Group Policy Creator Owners

E.;Guast

%KeyAdmms

%Pmte{ted Users

H2, RAS and 1AS Servers

%Read-un\y Domain Controllers
%S:hema Admins

LA T1136.002_Adm

Type
User

User

Security Group...
Security Group...
Security Group...

User

Security Group...
Security Group...
Security Group..
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group..
Security Group...
Security Group...

User

Security Group...
Security Group...
Security Group...
Security Group..
Security Group...

User

Description

Built-in account for ad...
Members in this group c...
Members of this group ...
Members of this group t...
A user account manage...
Members in this group c...
DMS Administrators Gro...
DMS clients who are per...
Designated administrato...
All workstations and s

All domain controllers ...
All domain guests

All domain users
Designated administrato...
Members of this group ..
Members of this group ..
Members in this group c...
Built-in account for gue...
Members of this group ...
Members of this group ...
Servers in this group can...
Members of this group ..
Designated administrato...

General

Details

Pipeline execution details for command line: SUser = New-Object -TypeName
System.DirectoryServices.Accounthlanagement.UserPrincipal -ArgumentList (SContext)
Context Information:

DetailSequence=1

DetailTotal=1

SequenceMNumber=194

Userld=SECDEL\Admin

HosthName=Windows PowerShell ISE Host

HaostVersion=5.1.19041.3570

Hostld=800a28d4-28ae-dcbb-blcc-6a14911e99a9

HostApplication=C:\Windows\system32\WindowsP owerShell\w1.0\PowerShell_ISE.exe

EngineVersion=>5.1.19041.3570

Runspaceld=3fcdal5b-17c1-4f86-babe- 97045962820

Pipelineld=32

Scripthame= v

Event 800, PowerShell (PowerShell)

General

Details

Userld=SECDEL\Admin

HostName=Windows PowerShell ISE Host

HostVersion=5.1.19041.3570

Hostld=f41d%e57-19db-46f7-95eb-063d44cchaf9
HostApplication=C:\Windows\system 32\ WindowsPowerShellvw1.04PowerShel_ISE.exe
EngineVersion=35.1.19041.3570
Runspaceld=ab686390-b0c0-405c-9c11-7cd8547ceBbb

Pipelineld=10

ScriptMame=

CommandLine=SAccountPassword = ConvertTe-5ecureString !!T1136_Super233211" -

AsPlainText -Force

Details:

Commandinvocation{ConvertTo-SecureString): "ConvertTo-5ecureString”
ParameterBinding(Convert To-SecureString): name="
ParameterBinding(ConvertTo-SecureString): name:
ParameterBinding(ConvertTo-SecureString): name="String"; value="!T1136_Super23321!!"

"AsPlainText"; value="True"
Force"; value="True"




T1136.002 Create a Domain Account

i Time Event

> 101523
B18:30.000 PM

=Nindows PowerShell

* Logging on the SIEM

ails for command line: SAccoum

word = ConvertTe ureString '!1T1136_Super2?333

ScriptName=

ConmandLine=$AccountPassward nm

Details:

CommandInvocation{ConvertTo-SecuraString): "Con

ParameterBinding(ConvertTo-SecursString): nam

cureString): name=
.

cureString): name=

Collapse

host = SECDELDESKTOP source = WinEvenlLog:Windows PowerShell sourcetype = WinEventLog:Windows PowerShell



Reflecting

* T1136.001- Create a Local Account and T1136.002 Create a Domain Account
» Do we have the proper logging on the endpoint?

+ Do we have the proper logging on the SIEM?

* Are we being alerted?

« What don’t we care about?

« Are we sending the logs in a format that can be parsed?



Attack S1m 2

Atomic Red T1055.012 - Process
Injection: Process Hollowing




Atomic Red T1055.012 - Process Injection

What is Process Injection

What is Process Hollowing



Atomic Red T1055.012 - Process Injection

« Showing of how to run the attack.

Atomic Test #1 - Process Hollowing using
PowerShell

This test uses PowerShell to create a Hollow from a PE on disk with explorer as the parent.

Credit to FuzzySecurity (https://github.com/FuzzySecurity/PowerShell-
Suite/blob/master/Start-Hollow.ps1)

Supported Platforms: windows

auto_generated_guid: 562427b4-39%ef-4e8c-af88-463a78e70b9c

Inputs:

Name Description Defauilt Value

Path of the binary to hollow (executable

hollow_bi ath
e that will run inside the sponsor)

C:\Windows\System32\cmd.exe

parent_process_name Name of the parent process explorer

. Path of the sponsor binary (executable that -
spon bi 1] C:A\Wind tem32\notepad.
sor_binary_pa B — \Windows\System32\notepad_ exe

spawnio_process_name Name of the process to spawn notepad

Attack Commands: Run with powershell!

"$PathToAtomicsFolder\T1055.0812\src\Start-Hollow.ps1"

$ppid=Get-Process #{parent_process_name} | select -expand id

Start-Hollow -Sponsor "#{sponsor_binary_path}" -Hollow "#{hollm

Cleanup Commands:

Stop-Process -MName "#{spawnto_process name}" -ErrorfAction Ignor:



Atomic Red T1055.012 - Process Injection

&

File Action View Help
= nm B

a
File Edit View Tools Debug Add-ons Help
= H & B » [ NE |

° H Start-Hollow.ps1 | Untitled3.ps1* X & Commands X x E Event Viewer (Local) ‘Windows PowerShell Number of events: 3,471 (1) New event
unning the Attack | e o
I Sepid-Get-Process sxplorer | selsct -axpand 1 Moduer | A | [mesresn Level Date and Time Source | Eve
3 Start-Hollow -Spomsor "C:\Windoms\System3Z\notepad.exe” -Hollow "C:\Windows\Systen3z\cad.exe® -ParentPID - T, . Windows Lea:
) Hollow s
~
jsers\admin. SECDEL\Docunents\Start-Hol Tow. ps1
adnin. SECDEL\Docunents\Start-Hollow. ps3
$ o i
Start—tallow —Spanser nd rotepad.exe” —Hollow "Ci\Windows\System32\cnd.exe” -ParentPID Srote]
Users\adein. SECOEL \Docuner: 1
wiling mind..
section fm. il Fandle
[] Created process
.1 buplicated . " to the Sponsor
T i it i i (1 B
[+] Duplicated .data section to the Sponsor v
] Duplicated _pdata section to the Sponsor -
GJ Duplicated .didat section to the Add-ClusterGroupToset
[ Duslicated irarc Add-ClusterSCSlTargetSamveriole
= Srero Add-ClusterSCS TargeSenverfole g
G Sraated i 'Ena.-#m-r, Ads-Clusterio Level nformation Keywords
] Allocated memory in the H i Add-Clusters
e e e T e e e e P B Administrator. < User: N/A Computel
EE->pP rocessParame ter. Add-Clustars
T ET (T (Tl e et OpCode: Info
More Information:  Event Log Online Help
\users\admin. SECDEL\Docunent:




Atomic Red T1055.012 - Process Injection

Event 800, PowerShell (Powershell)

General Details

« Logging on the Endpoint

SequenceMumber=269

* Always check with your EDR when Userld=SECDEL\Admin
it comes to processes! HotVerions810041 3570

Hostld=f41d%e57-19db-46f7-95eb-063d44ccb4f9
HestApplication=C:\Windows\system32\WindowsPowerShell\w1.04PowerShell_ISE.exe
EngineVersion="5.1.19041.3570

Runspaceld=ab6369930-b0c0-405c-9c11-7cd8547 celbb

Pipelineld=50

ScriptName=

CommandLine=

Details:

Commandlnvecation(Out-Default): "Out-Default”

ParameterBinding(Out-Default): name="InputObject”; value="C\Users\admin.SECDEL\Docurnents
“Start-Hollow.ps1"

ParameterBinding(Out-Default): name="InputObject"”; value="True"




Atomic Red T1055.012 - Process Injection

« Showing of logging on the SIEM.

SecDelDesktopl . Sechel. internal

warShell

Keywords:

TaskCategory

command line:

E Host

ELERLSL ]
sPowerShell'w]. 8PowerShell

CommandL i

Det.

Command

ParameterBinding{Out-Default}: n N "; wval \Us ts\Start-Hollow
ParameterBinding(Out-Default):
Collapse

SECDELDESKTOP1 ce = WinEveniLog:Windows PowerShell sourcetype = WinEventLog:Windows PowerShell




Reflecting

« Atomic Red T1055.012 - Process Injection: Process Hollowing
» Do we have the proper logging on the endpoint?

+ Do we have the proper logging on the SIEM?

* Are we being alerted by the EDR?

« What don’t we care about?

* Are we sending the logs in a format that can be parsed?

« Should we be forwarding logs from the EDR into the SIEM? Alerts and otherwise?



Attack Sim 3

Atomic Red T1555 - Obtaining
Credentials from Password Stores



Atomic Red T1555 — Obtaining Credentials
from Password Stores

Various cached credential locations on workstations

The SAM Hive of the Registry



Atomic Red T1555 — Obtaining Credentials
from Password Stores

« How to run the attack

Atomic Test #1 - Registry dump of SAM, creds, and secrets @

ystem & Security’

Local SAM (SAM & System), cached credentials (System & Security) and LSA secrets ( ) can be

enumerated via three registry keys. Then processed locally using https://github.com/Neohapsis/creddumy

Upon successful execution of this test, you will find three files named, sam, system and security in the %temp%

directory.
Supported Platforms: Windows ¥ = | Temp
auto_generated_guid: 5c2571d0-1572-416d-0676-812e64cagf44 I o s Ve

g ] d"l. Cut * | x -Il

Attack Commands: Run with command_prompt ! Elevation Required (e.g. root or admin) & w- Copy path

Copy Paste Move Copy Delete Rename
- Paste shortcut  tg~  to- >
reg save HKLM\sam %tempX\sam r_@ Clipboard Oroanice
~eg save HKLM\system %temp¥\system « v 4 « Users » adminSECDEL » AppData » Local > Temp
reg save HKLM\security %temp¥\security N
[ This PC Name Date
sam 10/1
L, 1 3D Objects J
Cleanup Commands: £ 7 security 1071
[ Deskiop =
=| Setupbxe(2023101352123511A48).log 101
1 %temp¥\sam >nul 2> nul i) ] Documents =| splunk.log 10/14
¥tempX\system >nul 2> nul & Downloads =| StructuredQuery.log 10/14
1 XtempX\security >nul 2> nul J\ Music ] system 10/1
&= Pictures | wetBEF9.tmp 9716
H Videos | wetBFB.tmp

2 Local Disk (C) | wetd2EB dmp
v [ wotd7AFAmp

S0items 3 items selected 13.6 MB




Atomic Red T1555 — Obtaining Credentials

from Password Stores

« What does logging look like on the endpoint

E[ Local Group Policy Editor
File Action View Help

|y HE

=/ Local Computer Policy
w & Computer Configuration
| Software Settings
~ [ Windows Settings
| Name Resolution Policy
=] Seripts (Startup/Shutdown)
= Deployed Printers
v EJ_QI Security Settings
4 Account Policies
& Local Policies
| Windows Defender Firewall with 4
| Network List Manager Policies
~| Public Key Policies
| Software Restriction Policies
~| Application Control Policies
.g IP Security Policies on Local Comyg
w || Advanced Audit Policy Configurat
~ &y System Audit Policies - Local ¢
23 Account Logon
:EI Account Management

] Detailed Tracking

Subcategory Audit Events
sis| Audit DPAP] Activity Mot Configured
sie| Audit PNP Activity Not Configured

% Audit Process Creation Success

sis| Audit Process Termination Mot Configured
55 Audit RPC Events Mot Cenfigured
x| Audit Token Right Adjusted Mot Configured

Event 4688, Microsoft Windows security auditing.

General Details

Account Name: Admin
Account Domain: SECDEL
Legon Dt 0x3541E8

Target Subject:
Security 1D: MNULL SID
Account Name: =
Account Domain: =
Legon ID: 0

Process Information:
New Process [D: (x20f8
Mew Process Name: C\Windows\System32\reg.exe
Token Elevation Type: Fa%a1937
Mandatory Label: Mandatory Label\High Mandatory Level
Creator Process [D: Ox237c
Creator Process Name: CAWindows\System32\emd.exe
Process Command Line:



Atomic Red T1555 — Obtaining Credentials
from Password Stores

Computeriam cDelDesktopl.SecDel. internal

rosoft Windows secu

y auditing
Type rmation

« What does logging look like on the SIEM? Recoraer=31352

Oplode=Info

Meszage=A created

Creastor Subject:
Security ID: 5-1-5-21-4137394124-2843352083- 38
Account Mame Admin
Account Domain SECDEL

Logon ID: Bx3541ER

Target Subject
Security ID: 5-1-8-2
Account A

Account D

Process Informati
New Pro
New Pro

Mandatory

Creator Process ID

Creator Process Ma

Process Command Li

Typs

icates the type of token that was azsigmed to the new procezs im accordance with User Ac

ith mo privileges removed or groups disabled. A full foken is only wsed if User Account

Control is disabled or if the user is the built-in Administrator account or a servi count




° . . S
Reflection e
Evantlode=46E3
EventType=8
Computertame=5eclellesktopl . Sechel. internal
SourceName=Microsoft Windows security awditing.
Type=Information
Recordiumber=31332
Keywords=fudit Success

» Atomic Red T1555 — Obtaining Tekctrrtrocs Gt

OpCode=Info

Credentials from Password Stores Message=A new process has been created.

Creator Subject:
Security ID: 5-1-5-21-4137394124-2843357088-30732297 24- 1900
Account Mams: Admin
Account Domain: SECDEL
Logon ID: Bx3541E8

Target Subject:
Security ID:
Account Mame:
Account Domain:
Logen ID:

Process Information:
Mew Process ID: Bx2072
Mew Process Mame: C:\Windows'System32hreg. exa
Token Elevation Type:  H¥1837
Mandatory Label: 5-1-16-12288
Creator Process ID: Bx23Tc
Crestor Process Mame:  C:\Windows'System32iomd. exe

Process Command Lins:

Token Elevation Type indicates the type of token that waz assigned to the new proces:z in accordance with User Ac
count Control policy.

Type 1 iz & full token with no privileges removed or groups disabled. A full token is only used if User Account
Control is disabled or if the user iz the built-in Administrater account or a service accounmt.




N

How do we improve \




Improvements

Powershell Auditing — By default this it turned off! Be as verbose as possible!
Script block logging — also turned off by default.
Command Prompt Logging — Guess what?

Logging all of the things! Domain Controllers. Endpoints. Central logging. Web
applications?

Test your MSSP. Their job is to protect you. Run simulations regularly and test their
alerting capacity. If they don’t alarm, work with them to create better parsers to improve
not only alerting for your environment, but for their other customers as well.

Automate Testing. Mature this out further by automating this testing and tracking the
results to resolutions. This helps to prove technical KPIs that executives can
understand. Free products such as Vectr, another purple teaming utility, allows you to
fully automate and track the results of simulations



Improvements

* Find your crown jewels in your environment, outside of Domain Controllers or
Authentication. What drives the business?

» Let the blue teamers hone their craft. An organization doesn’t need a red team or
annual penetration test, unless for compliance of course.

» Incorporate threat intelligence into your pre-existing alerting through STIX and TAXI
feeds.



Questions
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