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Th e Wh y



Wh y are we h ere today?

• Have you ever wanted to verify your MSSP is properly monitoring your environment?

• Have you wanted a more cost effective way of validating security tooling and controls 
outside of a traditional penetration test?

• Have you ever had a pentest where our MSSP never alerted to a single command ran 
by the bad guys before they got domain admin?

• Have you wanted to mature your detection and response program internally through 
exercises without needing to hire a red team?



In tro



Wh oam i
Jason Wright

● Education
○ Masters/Bachelors from UMGC
○ Assoc. from Chesapeake Community College

● Experience
○ 4 years of technical security experience in the financial sector
○ Currently a Senior Security Engineer @ Convera
○ 7 years of security experience across my career
○ Over a decade of experience in the information technology space
○ Adjunct Faculty at Chesapeake Community College

○ Certifications
○ CISSP, GIAC GCIH, LogRythmn Security Analyst, CompTIA A+, Net+, Sec+

● Intelligence Affiliations
○ FBI Infragard, CISA, DHS, FS-ISAC, MS-ISAC



Agen da



Agen da - Pu rple Team in g 30 1 
● Already covered ‘The Why’ and Intros
● Blue, Purple, Red
● Technical PreReqs
● Lab Architecture
● Atomic Red T1136.001- Create a Local Account and T1136.002 

Create a Domain Account
● Atomic Red T1055.012 - Process Injection: Process Hollowing
● Atomic Red T1555 – Obtaining Credentials from Password Stores
● How to improve
● Questions
● References



Blue, Pu rple, Red
A Purple Teamers Methodology 

to developing a security 
program



Blue, Pu rple, Red
• Blue Teaming

• The group responsible for defending an enterprise’s use of information systems by 
maintaining its security posture and defensive stack (NIST, n.d.). Generally, done 
against red teamers or adversaries. 

• Red Teaming
• A group of individuals authorized and organized to emulate a potential adversary’s 

attack and exploitation capabilities against an enterprise network (NIST, n.d., Red 
Team).

• Purple Teaming
• A purple team is a group of cyber professionals who simulate malicious attacks 

and penetration testing in order to identify security vulnerabilities and 
recommend  strategies for mitigation (Crowdstrike, 2023).

• Unlike traditional red teams, purple teams work together closely to share 
information and insights to address weaknesses and improve the overall posture.



Blue, Pu rple, Red
• Blue, Purple, Red

• Blue Team – Sets up our defenses, creates alarms, monitors.

• MSSPs, SOC, SecEng/SecOps.

• Typically in house, affordable.

• Red Team – Attacks the defenses, finds holes and test vulnerabilities. 

• Offensive Engineers, Penetration Testers, Etc.

• Expensive, generally contractors or venodrs performing penetration tests for 
audit.

• Purple Team – Generally have interests and knowledge in both sides of the field.

• Affordable, generally a blue team member that wants to explore red team 
side, improve defenses through continuous attack simulation versus point in 
time.



Tech n ical 
PreRequ isit ies



Tech n ical PreReqs
● Atomic Red

○ Atomic Red Team™ is a library of simple tests that every security team can execute to test their controls. Tests are focused, 
have few dependencies, and are defined in a structured format that can be used by automation frameworks.

● Splunk Enterprise (SIEM) – Free Edition

○ Latest version will suffice for the experiment (great for students/home labs)

○ For Enterprise – Use your own SIEM.

○ WMI Must be configured for Splunk Enterprise

● Windows Active Directory

○ Should mirror your current AD Forest and Domain Levels. 

○ Group policy should be copied over

● PowerShell

○ Need to have a general understanding of powershell. Don’t need to be a scripting genius, but should be able to understand 
what you’re running and why you’re running it.

○ Powershell Auditing should be on for your domain. Including module and block logging.

● Microsoft Office

○ Generally this is required for some of the scripts that try and leverage vulnerabilities/macros within Office products.



Lab Arch itectu re



Lab Arch itectu re
• Windows Server 2016 with AD DS Installed

• 2016 Forest and Domain Functional Levels

• Default Domain Policy – Module and Block Level Logging enabled.

• Computer Names – SecDelDC1 – Domain Controller. SecDelDesktop1 –
Windows 10 Enterprise Domain Member

• Windows 10 RSAT Tools

• Both machines have splunk enterprise, with forwarding enabled on 
SecDelDesktop1 to SecDelDC1. NOTE: Generally not best practice to have a 
SIEM running on your DC. 



Lab Arch itectu re



Attack Sim  1
T1136.001- Create a Local Account 
and T1136.002 Create a Domain 
Account



T1136 .0 0 1- Create a  Local Accoun t  

• Creating a local account



T1136 .0 0 1- Create a  Local Accoun t  

• Running the attack



T1136 .0 0 1- Create a  Local Accoun t  

• Logging on the endpoint



T1136 .0 0 1- Create a  Local Accoun t  

• Logging on the SIEM

• host="secdeldesktop1" 
source=WinEventLog:* EventCode=800



T1136 .0 0 1- Create a  Local Accoun t  

• Clean Up



T1136 .0 0 2 Create a  Dom ain  Accoun t

• Creating a domain account



T1136 .0 0 2 Create a  Dom ain  Accoun t

• Running the attack



T1136 .0 0 2 Create a  Dom ain  Accoun t

• Logging on the endpoint



T1136 .0 0 2 Create a  Dom ain  Accoun t

• Logging on the SIEM



Reflect in g

• T1136.001- Create a Local Account and T1136.002 Create a Domain Account

• Do we have the proper logging on the endpoint?

• Do we have the proper logging on the SIEM?

• Are we being alerted?

• What don’t we care about?

• Are we sending the logs in a format that can be parsed?



Attack Sim  2
Atomic Red T1055.012 - Process 
Injection: Process Hollowing



Atom ic Red  T10 55.0 12 - Process In ject ion

• What is Process Injection

• What is Process Hollowing



Atom ic Red  T10 55.0 12 - Process In ject ion

• Showing of how to run the attack.



Atom ic Red  T10 55.0 12 - Process In ject ion

• Running the Attack



Atom ic Red  T10 55.0 12 - Process In ject ion

• Logging on the Endpoint

• Always check with your EDR when 
it comes to processes!



Atom ic Red  T10 55.0 12 - Process In ject ion

• Showing of logging on the SIEM.



Reflect in g

• Atomic Red T1055.012 - Process Injection: Process Hollowing

• Do we have the proper logging on the endpoint?

• Do we have the proper logging on the SIEM?

• Are we being alerted by the EDR?

• What don’t we care about?

• Are we sending the logs in a format that can be parsed?

• Should we be forwarding logs from the EDR into the SIEM? Alerts and otherwise?



Attack Sim  3
Atomic Red T1555 – Obtaining 
Credentials from Password Stores



Atom ic Red  T1555 – Obtain in g Creden t ials 
from  Password  Stores

• Various cached credential locations on workstations

• The SAM Hive of the Registry



Atom ic Red  T1555 – Obtain in g Creden t ials 
from  Password  Stores

• How to run the attack



Atom ic Red  T1555 – Obtain in g Creden t ials 
from  Password  Stores

• What does logging look like on the endpoint



Atom ic Red  T1555 – Obtain in g Creden t ials 
from  Password  Stores

• What does logging look like on the SIEM?



Reflect ion

• Atomic Red T1555 – Obtaining 
Credentials from Password Stores



How do we im prove



Im provem en ts
• Powershell Auditing – By default this it turned off! Be as verbose as possible!

• Script block logging – also turned off by default.

• Command Prompt Logging – Guess what?

• Logging all of the things! Domain Controllers. Endpoints. Central logging. Web 
applications?

• Test your MSSP. Their job is to protect you. Run simulations regularly and test their 
alerting capacity. If they don’t alarm, work with them to create better parsers to improve 
not only alerting for your environment, but for their other customers as well.

• Automate Testing. Mature this out further by automating this testing and tracking the 
results to resolutions. This helps to prove technical KPIs that executives can 
understand. Free products such as Vectr, another purple teaming utility, allows you to 
fully automate and track the results of simulations



Im provem en ts

• Find your crown jewels in your environment, outside of Domain Controllers or 
Authentication. What drives the business?

• Let the blue teamers hone their craft. An organization doesn’t need a red team or 
annual penetration test, unless for compliance of course.

• Incorporate threat intelligence into your pre-existing alerting through STIX and TAXI 
feeds.



Quest ion s
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